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The followi ng represents sanple screen shots for logging onto the system and
being required to change the password functionality. For mnmore explanation refer
to the exhibit referenced in Section 3 Logging On To the System

This screen shot represents Exhibit 3-3 when there are “n” anpbunt of days |eft
bef ore the password expires.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conmputer systemis the property of the United States Governnment. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw
enforcement and ot her purposes. Users should have no expectation of privacy
as to comuni cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN

Passwor d:

Password nmust be changed in 5 day(s).

Last login: Tue COct 11 16:13:12 from 10. 10. 220. 70

FOR OFFI CI AL USE ONLY

# # # #
# # HHH#

# R HHH#H
# # # #

# # #  HHHE
# HHHAH #
#

#

U. S. CGovernnent conputer

FOR OFFI CI AL USE ONLY

MAI' N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ NONE]

5) Request Transm ssion Status Report

6) Change Password

Enter your choice:

Exhibit 1-1 Password Change in N Days
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Upon an initial login or in the event that the password has expired, a password
change is required. This screen shot represents Exhibit 3-5 the password
change i s successful.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conputer systemis the property of the United States Government. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw

enf orcement and ot her purposes. Users should have no expectation of privacy
as to communication on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n:  NNNNN

Passwor d:

Ent er new password:
Re-enter new password:
Password changed.

FOR OFFI CI AL USE ONLY

# # # #
# #  HHHE

# R HHH#H
# # # #

# # #  HHHE
# HHHAH #
#

#

U. S. CGovernnent conputer

FOR OFFI CI AL USE ONLY

MAI' N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ NONE]

5) Request Transm ssion Status Report

6) Change Password

Enter your choice:

Exhibit 1-2 Password Change Confirmation
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This screen shot represents Exhibit 3-6 when the new password and the re-
entered passwrd do not match. After three (3) consecutive unsuccessful
attenpts the connection is term nated.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conmputer systemis the property of the United States Governnment. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw
enforcement and ot her purposes. Users should have no expectation of privacy
as to comuni cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN

Passwor d:

Ent er new password:

Re- ent er new password:
New passwords don't match.
Ent er new passwor d:
Re-enter new password:
New passwords don't match.
Ent er new password:

Re- ent er new password:
New passwords don't match.

Exhibit 1-3 Unmatched New Passwords Message
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This screen shot represents Exhibit 3-7 when the password does not satisfy
password rul e requirenents.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conputer systemis the property of the United States Government. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw

enf orcement and ot her purposes. Users should have no expectation of privacy
as to communi cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN

Passwor d:

Ent er new password:

Re-enter new password:

Password rul e(s) have not been net.
Ent er new password:

Re- enter new password

Exhibit 1-4 Password Rule Violation Message
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This screen shot represents Exhibit 3-8 attenpting to change the password when
anot her session is changing the password.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conmputer systemis the property of the United States Governnment. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw
enforcement and ot her purposes. Users should have no expectation of privacy
as to comuni cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
Login failed. Another session is trying to change the password.

Exhibit 1-5 Another Login Session Changing Password Message

This screen shot represents Exhibit 3-9 when the systemis busy.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conputer systemis the property of the United States Government. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw

enf orcement and ot her purposes. Users should have no expectation of privacy
as to communi cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
Systemerror.

Exhibit 1-6 System Error Message
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This screen shot represents Exhibit 3-10 when an incorrect login is entered.
After three (3) consecutive unsuccessful attenpts the connection is term nated.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conmputer systemis the property of the United States Governnment. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw
enforcement and ot her purposes. Users should have no expectation of privacy
as to comuni cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
Logi n incorrect

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conputer systemis the property of the United States Governnent. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw
enforcenment and ot her purposes. Users should have no expectati on of privacy
as to comuni cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
Logi n incorrect

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conputer systemis the property of the United States Government. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nonitoring and information retrieval for |aw
enforcement and ot her purposes. Users should have no expectation of privacy
as to comunication on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
Logi n incorrect

Exhibit 1-7 Login Incorrect Message
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This screen shot represents Exhibit 3-11 when an account is disabled.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conputer systemis the property of the United States Governnent. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nmonitoring and information retrieval for |aw
enforcement and ot her purposes. Users should have no expectation of privacy
as to comuni cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
This account is currently disabl ed.

Exhibit 1-8 Disabled Account Message
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This screen shot represents Exhibit 3-12 when the systemis unavail abl e.

WARNI NG THI'S SYSTEM | S FOR AUTHORI ZED USE ONLY!

This conmputer systemis the property of the United States Government. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nmonitoring and information retrieval for |aw

enf orcement and ot her purposes. Users should have no expectation of privacy
as to communication on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n:  NNNNN

Passwor d:

EFS is currently unavailable. Additional information may be avail able on I RS
quick alerts.

Exhibit 1-9 EFS Unavailable Message

This screen shot represents Exhibit 3-13 when the systemis busy.

WARNI NG THI' S SYSTEM | S FOR AUTHORI ZED USE ONLY

This conputer systemis the property of the United States Government. The
Governnent may nonitor any activity on the systemand retrieve any
information stored within the system By accessing and using this system you
are consenting to such nmonitoring and information retrieval for |aw

enf orcement and ot her purposes. Users should have no expectation of privacy
as to communi cation on or stored within the system including information
stored locally on the hard drive or other media in use within the unit (e.g.,
fl oppy disks, tapes, CD ROVs, etc.).

I ogi n: NNNNN
Passwor d:
EFS is busy. Wit at least 10 minutes, then retry.

Exhibit 1-10 EFS Busy Message
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The following represent sanple screen shots for the password change
functionality. For nore explanation refer to the exhibit referenced in Section
8 Changi ng Password of this nanual.

This screen shot represents Exhibit 8-3, when password change is successful.

MAI'N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice: 6

Enter current password:
Ent er new password:
Re-enter new password:

Password changed.

MAI' N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Ent er your choice:

Exhibit 1-11 Password Change Confirmation
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This screen shot represents Exhibit 8-5, when an incorrect current password is
ent er ed.

MAI'N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice: 6
Enter current password:
Ent er new password:
Re-enter new password:
I ncorrect current password.
Enter current password:

Ent er new password:
Re-enter new password:

Exhibit 1-12 [Incorrect Current Password Message

This screen shot represents Exhibit 8-6, when the new password and the re-
entered password do not match.

MAI N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transmi ssion Status Report

6) Change Password

Enter your choice: 6
Enter current password:
Ent er new password:
Re-enter new password:
New passwords don't match.
Enter current password:

Enter new password:
Re-enter new password:

Exhibit 1-13 Unmatched New Passwords Message

1-10
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This screen shot represents Exhibit 8-7, when the password does not satisfy
password rul e requirements.

MAI N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice: 6
Enter current password:
Ent er new password:
Re-enter new password:
Password rul e(s) have not been net.
Enter current password:

Ent er new password:
Re-enter new password:

Exhibit 1-14 Password Rule Violation Message

1-11
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This screen shot represents Exhibit 8-8, when an attenpt is nade to change the
password within 7 days fromthe | ast successful password change.

MAI N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice: 6

Enter current password:
Ent er new password:
Re-enter new password:

Less than 7 days fromlast change. Password not changed.

MAI N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice:

Exhibit 1-15 Less Than 7 Days Message

1-12
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This screen shot represents Exhibit 8-9, attenpting to change the password when
anot her session is changing the password.

MAI' N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice: 6
Enter current password:
Ent er new password:

Re-enter new passwor d:

Password not changed. Another session is trying to change the password.

Exhibit 1-16 Another Session Changing Password Message

1-13
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This screen shot represents Exhibit 8-10, when a system error occurs during the
change password process.

MAI' N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ &ZI P

5) Request Transmi ssion Status Report

6) Change Password

Enter your choice: 6
Enter current password:
Ent er new password:

Re-enter new password:

Systemerror.

DI SCONNECTI NG FROM EFS

Exhibit 1-17 System Error and Disconnecting Message

I-14
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This screen shot represents Exhibit 8-11, when a user attenpts to change their
password nore than once in a single session.

MAI' N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transmi ssion Status Report

6) Change Password

Enter your choice: 6

Can only choose Change Password once.
MAI N MENU

1) Logoff

2) Receivel/ Send File(s)

3) Change File Transfer Protocol [ZMODEM
4) Change Conpression Method [ COWPRESS]
5) Request Transm ssion Status Report

6) Change Password

Enter your choice:

Exhibit 1-18 Change Password Once Message

1-15




